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Windows Vista Overview

Windows Vista Security

Fundamentals

Threat and Vulnerability Mitigation

Identify and Access Control

Information Protection

Desktop Optimization Pack for Software 
Assurance

Question and Answers



Improve security 
and compliance

Find and use
information

Optimize desktop
infrastructure

Enable mobile 
workforce

IT 
Pros

End 
Users



End 
Users

Find and use
information

Enable mobile 
workforce

Search ïstart menu, control panel, 
document folder 

Metadata tags - easy to Search and 
Organize Your Data

Tabbed browsing ïIE7 and web 
printing

ReadyBoost ïUSB extends memory 

Windows Aero ïtabbed browsing

High Performing, Reliable PC

NAP ïensures secure state before 
connecting to the network (more 
secure)

Easier to Connect, Collaborate, and 
Share

Mobility center ïputs most commonly 
used controls in one location 

Sync Center ïdata and devices switch 
between online  and offline states



Improve security 
and compliance

Optimize desktop
infrastructure

IE7 Protected Mode ïprevents 
silent install of malicious code

Services hardening ïprevents 
windows services from being used 
for abnormal activity

UAC ïadmin vs. standard

Anti-phishing

Group policy ïeasier desktop 
management

Fundamentally Secure Platform

Cost Effective Networking ï
automatically optimizes file 
transfers by detecting how much 
network bandwidth is available

Support Costs = network 
diagnostics/built-in diagnostics for 
self healing

Reducing Deployment Costs & 
Complexity

IT 
Pros
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User Account Control
Internet Explorer 7
Windows Defender
ñDefense in Depthò



Social Engineering Protections

Phishing Filter and Colored Address Bar

Dangerous Settings Notification

Secure defaults for IDN

Protection from Exploits

Unified URL Parsing

Code quality improvements (SDLC)

ActiveX Opt-in

Protected Mode to prevent malicious software 


