Layered Endpoint Security

Discovery [ « Extended Device Discovery




Extended Device Dlscoverv

Must Haves
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Discover any item on the
network that does not appear
the Core database but has IP
address

Scalable Discovery process

Remove the ping sweep
burden from the core

Real-time subnet level
discovery tracking

Discover devices on network
even if they have a firewall

Manually group and create
additional groups

Create and schedule multiple
discovery configurations

Alert on found devices

= Configure the Unmanaged device
found alert

' 5canner Configuration o ] 34
Saved Configurations Mew

Mew configuration

ks 4'53%

N snmp Eonfigura‘*on

— Cohnection details

Scan for devices on the net using the fallowing dizcovery options iy o @aeaiony, 2 e g o e i el et

Enter the number of times to retry the connection the port on which to

™ Standard LANDesk agent I NT Domain

I~ | EOEZ Miscawven | Eilter by IF ranae Retries: ‘wait for response in seconds:
¥ Metwork Scan [~ LDap I1 j I1

I | Filter b P rarime: Port:

¥ SNMP

Lonfigure | 161

Additional devices to discover

[~ IPMI " Chassis I™ Intel & Type inthe community name for SNMP V1 and V2 access.

Scan devices using this [P range
LCommunity name:

Starting 1P: Ending IF: -
[1076.2401 [10.16.240.240 Ipubic
Subnet Mazk:
| 255.255.255.0 =] fdd
Unmanaged Device Discovery
REEEXED Y N
) Urmanaged Find: | 1n Column IDevice Mame vl #]]
-7 Chassis '
ﬁ:.‘] Device [Name IP Address Subriet Mask, 05 Description I MAC
55} Computers AR 010,016,240,037  255,255,255,000 | HP ETHERNET MULTI-ENVIRONMERT, ROM R, 22,00, JETDIRECT, J065, EEPRCM L5, | 0001
E& Findresuks | NPIEDORLO 010.016.240,033 755.255.255.000 | HP ETHERKET MULTI-ENYIRONMENT ROM R.22.01, ETDIRECT, 1095, EEPROM R.25... | 0001
8 Infastucture 4100ENG1 010.016.240.031  255.255.255,000 | HP ETHERKET MULTI-ENYIROMMENT ROM R.22.01, JETDIRECT, 1095, EEPROM R.25... | 0001
COLOR4 010.016,240,035  255,255.255,000 | HP ETHERKET MULTI-EMYIROMMENTROM ¥.23,11, JETDIRECT, D1 15,EEPROM V. 2... | 0011
) Intel AT 410075 010.016.240.038  255.255.255.000 | HP ETHERKET MULTI-ENYIROMMENT,ROM R.22.01, JETDIRECT, 1095, EEPROM R.25... | 0001
B2 e 4100CC 010.016.240.032  255.255.255.000 | HP ETHERKET MULTI-ENYIRONMENT,ROM R.22.01, JETDIRECT, 1095, EEPROM R.25... | 0001
COLORS 010.016.240.036  255.255.255.000 | HP ETHERKET MULTI-ENYIRONMENT,ROM R.22.01, JETDIRECT, 1095, EEPROM R.25... | 0001
- Other CANOMS 010.016.240.038  255.255.255.000 | Canon R3300i #P 0000
£ Printers CANOM4 010.016,240.034  255,255.255,000 | Canon R3300i #P 0000
41005ALES 010,016,240,040  255,255.255,000 | HP ETHERKET MULTI-ENYIROMMENTROM R.22.01, ETDIRECT, 1095, EEPROM RL25.., | 0001
NPL3D4701 010.016.240,235  755,255.255,000 | HP ETHERKET MULTI-ENYIROMMENT ROM C.25.80, ETDIRECT, JD115,EEPROM V.2.,. |  0O0E
41005EAST 010.016.240,238  255.255.255,000 | HP ETHERKET MULTI-ENYIROMMENTROM C.25.80, ETDIRECT, JD115,EEPROM Y.2.,. |  0O0E
4I00NCENTER  010.016.240.234  755,255.255,000 | HP ETHERKET MULTI-ENYIROMMENT ROM C. 25,80, JETDIRECT, JD115,EEPROM v.2.,. | 0O0E

Additional Information feam Privters Returned via SNMP
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Lockdown &
Configuration

Discovery

e :
» Agent Watcher » Security Threat Assessment
« Firewall Management ¢« Connection Control Manager
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Client Security Configuration
Management

Must Haves

» Personal Firewall

» Password Enforcement
» Super-user Management
» |E Zone Configuration

» Custom Vulnerabillities

» Application Control

LANDesk



Device Connection Control / Lockdown

Must Haves

» Control over client network connections

» Ability to prevent data theft

= Lockdown and limit access to peripheral devices
- digital cameras
- 1Pods
- CompactFlash
- USB devices

USB drive
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Layered Endpoint Security
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Paich Management | | ANDesk Patch Manager \ %/
OS and Applications
e ; 2
Lockdown & | © é_gent \|/|V|3|t0her : : gecurlt)([-Thrce:at ,té\s?e'i/?sment (({_%)}
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Automated Patch Management . 2

Must Haves

» A solution that will Patch the OS and as
well as applications

» Patch heterogeneous environments

» Automated process for: | :
_ ' Deploy Investigate
= Know when a patch is released Patches Vulnerabilities
=  Assess threat to network ‘

This SANS Top-20 2005 is a marked
deviation from the previous Top-20 lists. In
addition to Windows and UNIX categories, Download/

we have also included Cross-Platform Test Ralciy

Applications and Networking Products.

The change reflects the dynamic nature of
the evolving threat landscape.

WWW.Sans.org LANDéSk

Research
Environment

Research/

>
Assess

Threats




Layered Endpoint Security

/ R
Prevent . Anti-§pyyvare _ e AV -e'nforcement_ ' - @
Malicious SW L * Application Blocking ¢ Antivirus, Rootkit Detection 4
e )
I'f .'I
Patch Management | o | ANDesk Patch Manager \ &/
OS and Applications L y
e : N
Lockdown & : é_gent \|/|V|3|t0her : : gecurlt)([-Thrce:at ,tAsTe'i/Tsment (({i],})}
Configuration irewall Managemen onnection Control Manager ¢ %
N
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Enterprise Anti-SpyWare, Anti-Malware
Anti-Virus

Must Haves
. Which do you think will pose a greater security
» Policy enforcement threat to your network in 2005?
» Centralized management o Spyware 67%
Phishing 10%

» Detection and removal

» Continually monitor devices for
suspicious activity Viruses 23% /
‘-‘--H_-"_-_-_‘

» Block spyware and adware from |

running
» Force Compliance

Source: WatchGuard Technologies

LANDesk
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Layered Endpoint Security

Network Access Control

Prevent
Malicious SW

Patch Management
OS and Applications

Lockdown &
Configuration

Discovery

LANDesk Trusted Access

‘h}# A

Anti-spyware * AV enforcement
Application Blocking < Antivirus, Rootkit Detection

AN

LANDesk Patch Manager

N

Agent Watcher » Security Threat Assessment
Firewall Management ¢ Connection Control Manager
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Extended Device Discovery

LANDesk



Network Access Control

Must Haves

» Protect your network against:
= Vulnerable Mobile devices
» Users who disable or change settings
= Visitors who may compromise security
» Enforce security policies before devices enter network
= Allow only compliant devices
= QOffer noncompliant devices the ability to become compliant
» Block noncompliant devices

11
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Layered Endpoint Security

Knowledge &
Verification

Network Access Control

Prevent
Malicious SW

Patch Management
OS and Applications

Lockdown &
Configuration

Discovery

Executive Dashboard
Reporting

LANDesk Trusted Access

Anti-spyware * AV enforcement
Application Blocking < Antivirus, Rootkit Detection

AN

LANDesk Patch Manager

N

Agent Watcher » Security Threat Assessment
Firewall Management ¢ Connection Control Manager
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Extended Device Discovery

LANDesk
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Reporting

Must Haves

» Reports

=  Multiple “Canned” Security and
Patch Manager reports

» Graphs and trending analysis
= Create your own reports using
the LANDesk Report Designer
» Report Delivery Options

= Email reports to the appropriate
users with scope applied.

= Publish reports to a website
=  EXport reports to:
- PDF,XLS, RTF,DOC,RPT

» Alerts

= Ease of use and granularity

= Automatically add alerts around
new definitions based on
criticality when downloaded

i{q Repott Layout Designer
File Edt Tools Help

A
Ak d2AF WFEaA & X0
(51 My Reparts ;I Marme & I
[ 2] &ll Custom Reports EDetected Spyware
[E1-[C5) Standard Reports éjDetected Spyware by Computer
=] Management Suite ﬁDetacted Spyware by Detection Date
=) Irrvenkory | Detected Spyware by Lacation
£] Software License Manitori ébmevices Mever Infected with Spyware
é: Remate Contral 'l_:gjj Devices Mot Scanned Far Spyware
: éh Urmanaged Devices ﬁDevices wWhere Spyware Could Not Be Removed
- Sgcurity and Patch Manag SERT T o
(51 Yulnerabilities E2

Updates | Patch Lacation | Proxw Settings | Aleriing |

Security and Patch Manager automatically sends an alert whenever any wulnerability in the "Alert"" group
has been detected. |n order to avaid receiving too frequent alerts, specify & minimum time interval

I Save 9 Cancel

Minimum alert interyal

between alerts
30 = [Minutes =

Nia

| B &

= =

Normal

Toolbox |:| C L e e e MOTE this il put rew vuinersbiliss in the soart” roup. even i unsssigned wes selected
k Pointer J = ReportHeader Add to dlert group
Aﬂ Label [~ Service pack defiritions ™ Medium severity definitions
v Critical definitions ™ Low severity definitions
ahl TextBox _ NewRepurt [ High severity definitions I HA severity definitions
L S = e -

Security and Patch Manager

il e

when downloading new definitions, put the follawing definitions in the 'Aler” group

&N RE|E e

vl Security and Patch Manager

= K &l Types —
P FE Detected Loy
¥ scan Q
{fx Do ok Scan Q Update Now Schedule Update Spply Close Help I
X  Unassigned <?,
X ol Items @ 110386  Crikical SuniDsS 5.8 RBAC Feature Pakch IMT
i EET wiew by Product @ 110387  Critical SunDS 5.8 uFssnapshots suppo. .. IMT
Alert @ 110453  Crikical SunDS 5.8 admintool Patch IMT
Compliance @ 110458  Critical SunosS 5.5 libcurses patch INT
=28 Trusted Access <? 110615 Critical SunOS 5.8: sendmail patch T~ |
- Customn Groups A l oz
L4
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Executive Dashboard

.l___égi
- 8= we
» High-level abstracted view of the || oo —
managed environment e e
» Summarize current status in the — v 4
following areas: g =~ = A
= Vulnerabilities and security i Ty \
configuration o
= |nstalled OS base e — R —
= Applied policies . ; 3
= Software licensing | i
» Installed as part of the web L “'-:"-;';"‘r‘ — . ﬂJ
console on both the core server | === e D80 w
and rollup core server e LANDesic Executve Dastboard A0k
» Configure the layout V| e e
= Include only pieces of information | [T | N e —

= Each user can configure their
own layout ]

you care about - @ @ S ——

Yulner, thes - P -
Powarpoint - 24525 (96%)
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